
VSAT Antenna
Antenna Control Unit
IDirect Modem

FBB Antenna
Below Deck Equipment

Iridium Antenna
Below Deck Equipment

4G Modem
4G 9DB Antenna 
4G Modem

Data Centre Compression HUB
Compresses and De-compresses Data 

coming to and from the vessel.

Compressed Data 
Sent to Data Centre  

for Processing 

Internet

Ships Legacy 
Network

v10 VLAN10 – Legacy Network
Gateway – Set to Current Legacy IP

VLAN/Subnet Detail

v16
VLAN16 – Guest Network
Gateway – 172.16.0.1
Subnet – 255.255.252.0

v17
VLAN17 – Crew Network
Gateway – 172.17.0.1
Subnet – 255.255.252.0

v15
VLAN15 – Unifi Network
Gateway – 192.168.15.1
Subnet – 255.255.255.0

v18
VLAN18 – Officer Network
Gateway – 172.18.0.1
Subnet – 255.255.252.0

VLAN19 – Voip Network
Gateway – 172.19.0.1
Subnet – 255.255.252.0

VLAN20 – Radio Network
Gateway – 172.20.0.1
Subnet – 255.255.252.0

v19

v20 v10

v10 v15

v16 v17

v18 v19

v20

Main Cisco Backbone
Connects Main Networks 
VLAN Trunking

Main Unifi Switch
Connects Main Networks 
VLAN Trunking

SYMBOL LEGEND

=  Wireless Access Point

=  Communication Link

=  WAN Cloud

=  Fiber Optic Link =  WAAS Appliance

=  Cisco Switch

=  Unifi Switch

=  Copper 10Gb Link

=  Copper 1Gb Link

=  Data Compression

=  Crew WiFi Network

=  Guest WiFi Network

=  Crew WiFi Network

=  Radio WiFi Network

=  Legacy Network

1Gb

10Gb

1Gb
1Gb

WAN Compression
Compresses Data from 
Firewall and Send 
compressed Data to 
Datacentre 

v15

v16 v17

v18 v19

v20

v18

v17

v20

v16

IP Radio Network 
SSID: Radio (Hidden)
IP Radios Connect to Radio 
WiFi Network

Crew WiFi Network 
SSID: Crew 
Setup With Voucher and or 
Scheduled Access 

Guest WiFi Network 
SSID: Guest 
Setup With Voucher Hotspot 
or Pay to Surf 

Officer WiFi Network 
SSID: Officer 
Set up for Access for Officer 
use. 

Email Server 
Mail Server Connected to 
LAN14 and Accessible from 
Allowed Networks. 

Unifi Controller 
Unifi Controller Server
Controls Network Settings 

Voip PBX  
VoIP Server Allows 
Communication using SIP 
over IP Phones 

IP Radio Server 
IP Radio Server 

=  Server=  Firewall

=  IP Radio

On-board VoIP 
IP Based Phones that 
connect to on-board VoIP 
Server.
Ability to use Calling cards to 
be sold to crew and guest

10Gb

YP Firewall
Firewall routes and NAT s VLAN Traffic.
Proxy Server
Captive Portal
Website Restricting
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